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1 Introduction

The computer security community of today can be compared to the Amer-
ican Wild West once upon a time; no real law and order and a lot of new
citizens. There is a continuous stream of new members pouring into the re-
search community and each new member brings his or her own vocabulary.
In other words, there are no unified or standardised terms to use.

The research being done so far has mainly been concentrated to the
technical side of the spectrum. The rate of development of new weapons is
high and therefore the developers of computer security solutions are fight-
ing an uphill battle. Consequently, their solutions tend to be pragmatic,
many times more or less just mending breaches in the fictive walls sur-
rounding the computer systems.

As it is today, there is a risk of misunderstanding between different
actors in the computer security field because of a lack of structure. By not
having a good view of the field and no well defined terms to use, unneces-
sary time might be spent on making sure everyone knows what the others
are talking about.

To return to the example of the Wild West again; as the society evolved
it became more and more structured. In short, it got civilised. The same
needs to be done for the computer security society. As a part of that there
is a need for a classification scheme of the software tools used for attacks.

Also the general security awareness of the users of the systems will
benefit from a classification scheme where the technical properties of a
tool are used, because then they will better understand what different types
of software weapons actually can do. They will also be calmer and more in
control of the situation if the system is attacked, because something known
is less frightening to face, than something unknown.

One important thing is what lies behind the used terms, what properties
they are based on. The definitions of malware used today all involve intent
in some way, the intent of the user of the malicious software, or the intent
of the creator of the software. Neither is really good, it is really impossible
to correctly measure the intents of a human being. Instead the definition
has to be based on the tool itself, and solely on its technical characteristics.
Or as Shakespeare let Juliet so pertinently describe it in Romeo and Juliet?
[2, ch. 2.2:43-44]:

What’s in a name? That which we call a rose
By any other word would smell as sweet;

Therefore this proposed taxonomy of software weapons might have a func-
tion to fill, although the work of getting it accepted may be compared to
trying to move a mountain, or maybe even a whole mountain range. But
by moving one small rock at a time, eventually even the Himalayas can be
moved, so please, continue reading!

1The citation is often given as ‘[...] any other name [...]’, which is taken from the
bad, 1st Quarto. The citation given here is taken from the good, 2nd Quarto. [1]

15
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1.1 Background

During the summer of 2001 a report [3] presenting a proposal for a tax-
onomy of software weapons (software based 1T weapons?) was written at
the Swedish Defence Research Agency (FOI). This report was then further
developed in a paper that was presented at the 7th Nordic Workshop on
Secure IT Systems (NordSec 2002) [4].

The proposal was regarded as interesting and therefore a deepening of
the research was decided upon in the form of a master’s thesis. The project
has been driven as a cooperation between Linkdping University, Sweden,
and FOI.

1.2 Purpose

The purpose of this thesis is to deepen the theoretical parts of the previ-
ous work done on the taxonomy and also empirically test it. If needed,
revisions will be suggested (and thoroughly justified). To facilitate the un-
derstanding of the thesis the reader is recommended to read the NordSec
paper, which is included as an appendix (see Appendix A).

Also the general countermeasures in use today against software weapons
with the characteristics described in the taxonomy will be presented.

1.3 Questions to be answered

The thesis is meant to answer the following questions:

e What are the requirements connected to the creation of a taxonomy
of software weapons?

e Are there any other taxonomies covering the field and if so, can they
be used?

e What use do the computer security community have for a taxonomy
of software weapons?

e Are the categories in the proposed taxonomy motivated by the above
mentioned purpose for creating a taxonomy?

e How well does the taxonomy classify different types of weapons?

2The Swedish word used in the report is ‘IT-vapen’ (IT weapon). This term has an-
other, broader meaning in English. Instead the term malware (malicious software) is used
when referring to viruses, worms, logic bombs, etc. in English. However, to avoid the
implicit indication of intent from the word malicious, the term software weapon is used in
the paper presented at the 7th Nordic Workshop on Secure IT Systems (NordSec 2002),
as well as in this thesis.
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1.4 Scope

As stated in [3, 4] the taxonomy only covers software based weapons. This
excludes chipping?, which is regarded as being hardware based.

The work is not intended to be a complete coverage of the field. Due to
a lack of good technical descriptions of software weapons, especially the
empirical testing part of the thesis will not cover all different sectors of the
field.

No other report or paper exclusively and in detail covering a taxonomy
of software based IT weapons is known to have been published until now?,
but there are several simpler categorisation schemes of software weapons.
Mainly they use two or three tiered hierarchies and concentrate on the rep-
licating side of the spectrum, i.e. viruses and worms. They are all generally
used as parts of taxonomies in other fields closely related to the software
weapon field.

This affects the theoretic part of the thesis, which only describes some
of the more recent and well known works in adjacent fields, containing
parts formulating some kind of taxonomy or classification scheme of soft-
ware weapons. These parts have also been evaluated to see how well they
meet the requirements of a proper taxonomy.

Mainly the chosen background material covers taxonomies of software
flaws, computer attacks, computer security incidents, and computer system
intrusions.

1.5 Method

The method used for the research for this thesis has been concentrated on
studies of other taxonomies in related computer security fields. Also more
general information regarding trends in the development of new software
weapons has been used. This has mainly been information regarding new
types of viruses.

1.6 Intended readers

The intended readers of the thesis are those interested in computer security
and the software based tools of information warfare. To fully understand
the thesis the reader is recommended to read the paper presented at Nord-
Sec 2002 (see Appendix A) before reading the main text. The reader will
also benefit from having some basic knowledge in computer security.

$Malicious alteration of computer hardware.
4This is of course as of the publishing date of this thesis.

17
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1.7 Why read the NordSec paper?

This thesis rests heavily on a foundation formed by the NordSec paper,
which is included as Appendix A. To really get anything out of the text
in the thesis the paper has to be read before the thesis. In the following
sections the reasons for this are further explained.

For those who have already read the paper, but need to refresh their
memories, Section 2 contains the most important parts.

1.7.1 Chronology of work

The first outlines of the taxonomy were drawn in the summer of 2001,
when the author was hired to collect different software based IT weapons
and categorise them in some way. To structure the work a list of general
characteristics of such weapons was made. Unfortunately the work with
developing the list, which evolved into a taxonomy, took all the summer,
so no weapons were actually collected. This ended in the publication of a
report in Swedish [3] later the same year.

The presentation of the report was met with great interest and the de-
cision to continue the work was taken. The goal was to get an English ver-
sion of the report accepted at a conference, and NordSec 2002 was chosen.
Once again the summer was used for writing and the result was positive,
the paper got accepted.

However, before the answer from the NordSec reviewers had arrived,
the decision was made that the paper-to-be was to be extended into a mas-
ter’s thesis. This work was set to start at the beginning of September 2002,
at the same date as the possible acceptance from the NordSec reviewers
was to arrive. The goal was to have completed the thesis before the begin-
ning of 2003.

Therefore the work with attending to the reviewers comments on the
paper, and the work on the master’s thesis run in parallel, intertwined. The
deadline for handing in the final version of the paper was set to the end
of October. After that date the thesis work got somewhat more attention,
until the NordSec presentation had to be prepared and then produced in
early November. Finally all efforts could be put into writing the thesis.

The deadline for having a checkable copy of the thesis to present to the
examiner was set to the end of November and therefore the decision to use
the paper as an introduction was taken, to avoid having to repeat a lot of
background material. Hence, due to a shortage of time in the writing phase
of the thesis work and thus the paper being used as a prequel, the two texts
are meant to be read in sequence. They may actually be seen as part 1 and
2 of the master’s thesis.
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1.7.2 Sequence of writing

As stated in the previous section the work with deepening the research ran
in parallel with amending the paper text. Therefore the latest ideas and
theories found were integrated into the paper text until the deadline. The
subsequent results of the research was consequently put into the thesis.

Because the text was continuously written as the research went along,
there was no time to make any major changes to the already written parts,
as to incorporate them into the flow of the text. The alternative of cutting
and pasting the paper text into the thesis was considered, but was regarded
to take too much time from the work with putting the new results on paper.
Hence, the text in the paper supplies the reader with a necessary back-
ground for reading the text in the thesis.

1.7.3 Line of thought

Because this taxonomy is the first one to deal with software weapons ex-
clusively, the work has been characterised by an exploration of a not fully
charted field. The ideas on how to best create a working taxonomy have
shifted, but gradually settled down into the present form. Sometimes the
changes have been almost radical, but they have always reflected the know-
ledge and ideas of that particular time. They therefore together span the
field and thus are necessary to be acquainted with, because they explain
why a certain solution was chosen and then maybe abandoned. Con-
sequently, to be able to properly understand the taxonomy, how to use
it, and follow the line of thought, the reader has to read both parts of the
work, i.e. both the paper and the thesis.

1.8 Structure of the thesis

The thesis is arranged in five sections and three appendices that are shortly
introduced below.

Section 1 This is the introduction to the thesis. It states the background
and purpose of the thesis, together with some questions which will
be answered in the document. Furthermore the scope, method, and
intended readers are presented. There is also a subsection explaining
why it is important to read the NordSec paper. Finally the structure
of the thesis is outlined.

Section 2 To help those who have read the NordSec paper earlier to re-
fresh their memories this section contains some of the more import-
ant parts of the paper. These include the reasons of why no other
taxonomy of software weapons has been created, the discussion of
the old and new definition of software weapons and a short introduc-
tion to the categories of the taxonomy as they were defined at that
time.

19



FOI-R-0840-SE

20

Section 3 This section introduces the theories behind a proper taxonomy
and also some reasons on why a taxonomy as this one is needed.
The discussion, which was started in the NordSec paper on the prob-
lems regarding the use of the term malware (see Section 2.1.1), is
continued.

Section 4 The section presents the evaluation of seven taxonomies from
adjacent fields containing some sort of classification schemes of soft-
ware weapons (called malware). Each evaluation shows how well
the evaluated categorisation scheme meets the needs stated in Sec-
tion 3.1.4 and the requirements stated in Section 3.2.2.1. The last
part in the section summarises the evaluations.

Section 5 In this section the proposed taxonomy of software weapons is
presented together with the accompanying definition. Each of the fif-
teen categories and their alternatives are discussed regarding changes,
the reasons for including them in the taxonomy, and general methods
to protect computer systems from weapons with such characteristics
as the categories represent. The revisions made are mainly related to
the formulation of the names of the categories and their alternatives.
Also some of the categories have been extended to avoid ambiguity
and make them exhaustive, and to facilitate a more detailed categor-
isation. Last in the section the result of a small test of the taxonomy
is presented.

Section 6 This section contains the discussion part and the summary. Some
general countermeasures to be used to secure computer systems from
attacks are given. Also the future use and developments of the tax-
onomy needed to further push it towards a usable state are presented.
Finally the thesis is summarised.

Appendix A This appendix contains the the paper presented at the Nord-
Sec workshop.

Appendix B In this appendix the categorisations of nine software weapons
are given. The categorisations were made by the author of the thesis
and are meant to function as a test of the taxonomy. The reader can
independently categorise the same weapons as the author and then
compare his or her results with the categorisations presented in this
appendix.

Appendix C The appendix shows the proposed definitions (or categorisa-
tions), made by the author of the thesis, of the three terms trojan
horse, virus, and worm. These categorisations indicates how the tax-
onomy may be used to redefine the nomenclature of the computer
security field. Also completely new terms may be defined in this
way.
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2 The abridged NordSec paper

In this section some of the more important parts of the NordSec paper will
be presented as they where published, to refreshen the memory of readers
already familiar with the paper. To somewhat incorporate the text from
the paper into the flow of the main text of the thesis, some changes of the
layout and corrections of the spelling have been made. Apart from this
everything else is quoted verbatim from the paper.

2.1 A Taxonomy of Software Weapons

My own hypothesis of why no other taxonomy of software weapons has
yet been found can be summarised in the following points:

e The set of all software weapons is (at least in theory) infinite, be-
cause new combinations and strains are constantly evolving. Com-
pared to the biological world, new mutations can be generated at
light speed.

e It is hard to draw a line between administrative tools and software
weapons. Thus it is hard to strictly define what a software weapon
is.

e Often software weapons are a combination of other, atomic, software
weapons. It is therefore difficult to unambiguously classify such a
combined weapon.

e There is no unanimously accepted theoretical foundation to build a
taxonomy on. For instance there are (at least) five different defini-
tions of the term worm [5] and seven of trojan horse [6].

e By using the emotionally charged word malicious together with in-
tent, the definitions have been crippled by the discussion whether to
judge the programmer’s or the user’s intentions.

2.1.1 Preliminary Definition

The preliminary definition of software weapons® used at FOI® has the fol-
lowing wording (translated from Swedish):

[...] software for logically influencing information and/or
processes in IT systems in order to cause damage.’

5The term “IT vapen’ (IT weapon) is used in the swedish FOI report.

6Swedish Defence Research Agency

"In Swedish: “[...] programvara for att logiskt paverka information och/eller pro-
cesser i IT-system for att astadkomma skada.’

21
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This definition satisfies the conditions mentioned earlier in the text. One
thing worth mentioning is that tools without any logical influence on in-
formation or processes are not classified as software weapons by this defin-
ition. This means that for instance a sniffer is not a software weapon. Even
a denial of service weapon might not be regarded as a weapon depend-
ing on the interpretation of ‘logically influencing ...processes’. A web
browser on the other hand falls into the software weapon category, be-
cause it can be used in a dot-dot® attack on a web server and thus affect the
attacked system logically.

Furthermore, the definition does not specify if it is the intention of
the user or the programmer, that should constitute the (logical) influence
causing damage. If it is the situation where the tool is used that decides
whether the tool is a software weapon or not, theoretically all software
ever produced can be classified as software weapons.

If instead it is the programmer’s intentions that are decisive, the defini-
tion gives that the set of software weapons is a subset (if yet infinite) of the
set of all possible software. But in this case we have to trust the program-
mer to give an honest answer (if we can figure out whom to ask) on what
his or her intentions was.

A practical example of this dilemma is the software tool SATAN, which
according to the creators was intended as a help for system administrators
[7, 8]. SATAN is also regarded as a useful tool for penetrating computer
systems [9]. Whether SATAN should be classified as a software weapon or
not when using the FOI definition is therefore left to the reader to subject-
ively decide.

2.1.2 New Definition

When a computer system is attacked, the attacker uses all options avail-
able to get the intended result. This implies that even tools made only for
administration of the computer system can be used. In other words there
is a grey area with powerful administrative tools, which are hard to de-
cide whether they should be classified as software weapons or not. Hence
a good definition of software weapons is hard to make, but it might be
done by using a mathematical wording and building from a foundation of
measurable characteristics.

With the help of the conclusions drawn from the definitions of informa-
tion warfare the following suggestion for a definition of software weapons
was formulated:

A software weapon is software containing instructions that
are necessary and sufficient for a successful attack on a com-
puter system.

8 A dot-dot attack is performed by adding two dots directly after a URL in the address
field of the web browser. If the attacked web server is not properly configured, this might
give the attacker access to a higher level in the file structure on the server and in that way
non-authorised rights in the system.
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Even if the aim was to keep the definition as mathematical as possible,
the natural language format might induce ambiguities. Therefore a few of
the terms used will be further discussed in separate paragraphs.

Since it is a definition of software weapons, manual input of instruc-
tions is excluded.

2.1.2.1 |Instructions

It is the instructions and algorithms the software is made of that should be
evaluated, not the programmer’s or the user’s intentions. The instructions
constituting a software weapon must also be of such dignity that they to-
gether actually will allow a breakage of the security of an attacked system.

2.1.2.2 Successful

There must be at least one computer system that is vulnerable to the tool
used for an attack, for the tool to be classified as a software weapon. It is
rather obvious that a weapon must have the ability to do harm (to break the
computer security) to be called a weapon. Even if the vulnerability used by
the tool might not yet exist in any working computer system, the weapon
can still be regarded as a weapon, as long as there is a theoretically proved
vulnerability that can be exploited.

2.1.2.3 Attack

An attack implies that a computer program in some way affects the con-
fidentiality®, integrity®® or availability'* of the attacked computer system.
These three terms form the core of the continually discussed formulation
of computer security. Until any of the suggested alternatives is generally
accepted, the definition of attack will adhere to the core.

The security breach can for example be achieved through taking ad-
vantage of flaws in the attacked computer system, or by neutralising or
circumventing its security functions in any way.

The term flaw used above is not unambiguously defined in the field of
IT security. Carl E Landwehr gives the following definition [11, p. 2]:

[...] asecurity flaw is a part of a program that can cause
the system to violate its security requirements.

Another rather general, but yet functional, definition of ways of attacking
computer systems is the definition of vulnerability and exposure [12] made
by the CVE*? Editorial Board.

9¢[P]revention of unauthorised disclosure of information.’[10, p. 5]
10¢[P]revention of unauthorised modification of information.’[10, p. 5]
1<[P]revention of unauthorised withholding of information or resources.’[10, p. 5]
12<[CVE is a] list of standardized names for vulnerabilities and other information secur-
ity exposures — CVE aims to standardize the names for all publicly known vulnerabilities
and security exposures. [...] The goal of CVE is to make it easier to share data across
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2.1.2.4 Computer System

The term computer system embraces all kinds of (electronic)®® machines
that are programmable and all software and data they contain. It can be
everything from integrated circuits to civil and military systems (including
the networks connecting them).

2.2 A Draft for a Taxonomy

The categories of the taxonomy are independent and the alternatives of
each category together form a partition of the category. It is possible to use
several alternatives (where applicable) in a category at the same time. In
this way even combined software weapons can be unambiguously classi-
fied. This model, called characteristics structure, is suggested by Daniel
Lough [15, p. 152].

In Table 1 the 15 categories and their alternatives are presented. The
alternatives are then explained in separate paragraphs.

Table 1. The taxonomic categor-

s and their alternatives Category Alternative 1 Alternative 2 Alternative 3
Type atomic combined
Affects confidentiality integrity availability
Duration of effect temporary permanent
Targeting manual autonomous
Attack immediate conditional
Functional area local remote
Sphere of operation host-based network-based
Used vulnerability CVE/CAN other method none
Topology single source  distributed source
Target of attack single multiple
Platform dependency dependent independent
Signature of code monomorphic  polymorphic
Signature of attack monomorphic  polymorphic
Signature when passive visible stealth
Signature when active  visible stealth
2.2.1 Type

This category is used to distinguish an atomic software weapon from a
combined and the alternatives therefore cannot be used together.

A combined software weapon is built of more than one stand-alone
(atomic or combined) weapon. Such a weapon can use more than one

separate vulnerability databases and security weapons.” [13]. The list is maintained by
MITRE [14].

13This term might be to restrictive. Already advanced research is done in for example
the areas of biological and quantum computers.
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alternative of a category. Usage of only one alternative from each category
does not necessarily implicate an atomic weapon. In those circumstances
this category indicates what type of weapon it is.

2.2.2 Affects

At least one of the three elements confidentiality, integrity and availability
has to be affected by a tool to make the tool a software weapon.

These three elements together form the core of most of the definitions
of IT security that exist today. Many of the schemes propose extensions to
the core, but few of them abandon it completely.

2.2.3 Duration of effect

This category states for how long the software weapon is affecting the
attacked system. It is only the effect(s) the software weapon has on the
system during the weapon’s active phase that should be taken into account.
If the effect of the software weapon ceases when the active phase is over,
the duration of the effect is temporary, otherwise it is permanent.

Regarding an effect on the confidentiality of the attacked system, it can
be temporary. If for example a software weapon e-mails confidential data
to the attacker (or another unauthorised party), the duration of the effect is
temporary. On the other hand, if the software weapon opens a back door
into the system (and leaves it open), the effect is permanent.

2.2.4 Targeting

The target of an attack can either be selected manual[ly] by the user, or
autonomous[ly] (usually randomly) by the software weapon. Typical ex-
amples of autonomously targeting software weapons are worms and vir-
uses.

2.2.5 Attack

The attack can be done immediate[ly] or conditional[ly]. If the timing of
the attack is not governed by any conditions in the software, the software
weapon uses immediate attack.

2.2.6 Functional Area

If the weapon attacks its host computer, i.e. hardware directly connected
to the processor running its instructions, it is a local weapon. If instead
another physical entity is attacked, the weapon is remote.

The placement of the weapon on the host computer can be done either
with the help of another, separate tool (including manual placement), or
by the weapon itself. If the weapon establishes itself on the host computer
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(i.e. breaks the host computer’s security) it certainly is local, but can still be
remote at the same time. A weapon which is placed on the host computer
manually (or by another tool) need not be local.

2.2.7 Sphere of Operation

A weapon affecting network traffic in some way, for instance a traffic ana-
lyser, has a network-based operational area. A weapon affecting stationary
data, for instance a weapon used to read password files, is host-based, even
if the files are read over a network connection.

The definition of stationary data is data stored on a hard disk, in memory
or on another type of physical storage media.

2.2.8 Used Vulnerability

The alternatives of this category are CVE/CAN*, other method and none.
When a weapon uses a vulnerability or exposure [12] stated in the CVE, the
CVE/CAN name of the vulnerability should be given®® as the alternative
(if several, give all of them).

The alternative other method should be used with great discrimination
and only if the flaw is not listed in the CVE, which then regularly must be
checked to see if it has been updated with the new method. If so, the classi-
fication of the software weapon should be changed to the proper CVE/CAN
name.

2.2.9 Topology

An attack can be done from one single source or several concurrent dis-
tributed sources. In other words, the category defines the number of con-
current processes used for the attack. The processes should be mutually
coordinated and running on separate and independent computers. If the
computers are clustered or in another way connected as to make them sim-
ulate a single entity, they should be regarded as one.

2.2.10 Target of Attack

This category is closely related to the category topology and has the altern-
atives single and multiple. As for the category topology, it is the number

14The term CAN (Candidate Number) indicates that the vulnerability or exposure is
being investigated by the CVE Editorial Board for eventually receiving a CVE name [16].

SNIST (US National Institute of Standards and Technology) has initiated a meta-
base called ICAT [17] based on the CVE list. This meta-base can be used to search
for CVE/CAN names when classifying a software weapon.

The meta-base is described like this: ‘ICAT is a fine-grained searchable index of stand-
ardized vulnerabilities that links users into publicly available vulnerability and patch in-
formation’. [18]
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of involved entities that is important. A software weapon concurrently at-
tacking several targets is consequently of the type multiple.

2.2.11 Platform Dependency

The category states whether the software weapon (the executable code)
can run on one or several platforms and the alternatives are consequently
dependent and independent.

2.2.12 Signature of Code

If a software weapon has functions for changing the signature of its code,
it is polymorphic, otherwise it is monomorphic. The category should not
be confused with Signature when passive.

2.2.13 Signature of Attack

A software weapon can sometimes vary the way an attack is carried out,
for example perform an attack of a specific type, but in different ways, or
use different attacks depending on the status of the attacked system. For
instance a dot-dot attack can be done either by using two dots, or by using
the sequence $2e%2e. If the weapon has the ability to vary the attack, the
type of attack is polymorphic, otherwise it is monomorphic.

2.2.14 Signature When Passive

This category specifies whether the weapon is visible or uses any type of
stealth when in a passive phase'®. The stealth can for example be achieved
by catching system interrupts, manipulating checksums or marking hard
disk sectors as bad in the FAT (File Allocation Table).

2.2.15 Signature When Active

A software weapon can be using instructions to provide stealth during its
active phase. The stealth can be achieved in different ways, but the purpose
is to conceal the effect and execution of the weapon. For example man-
in-the-middle or spoofing weapons use stealth techniques in their active
phases through simulating uninterrupted network connections.

If the weapon is not using any stealth techniques, the weapon is visible.

16A passive phase is a part of the code constituting the software weapon where no
functions performing an actual attack are executed.
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3 Theory

The formulation of a taxonomy needs to follow the existing theories re-
garding the requirements of a proper taxonomy. They have evolved over
time, but the core is more or less unchanged since Aristotle (384-322 B.C.)
began to divide marine life into different classes [19, 20]. Some of the
more recent works done within the computer security field dealing with
taxonomies have also contributed to the theory.

A taxonomy also needs to be based on a good definition. This re-
port discusses software weapons and consequently this term needs to be
defined. One section therefore presents some alternative ways of defining
software weapons, a.k.a malware.

3.1 Why do we need a taxonomy?

A field of research will benefit from a structured categorisation in many
ways. In this section both general arguments for the use of a taxonomy,
as well as more specific arguments concerning the computer security field,
and specifically FOI, will be given.

3.1.1 Ingeneral

In [20] the main focus lies on the botanical and zoological taxonomies
developed and used throughout time. In spite of this it gives a few gen-
eral arguments for the use of a taxonomy. One of the main arguments is
formulated in the following way:

A formal classification provides the basis for a relatively
uniform and internationally understood nomenclature, thereby
simplifying cross-referencing and retrieval of information.

To enable systematic research in a field, there is a need for a common
language and the development of a taxonomy is part of the formulation
of such a language. [21] When searching for new things the history must
first be known and understood. Therefore a common nomenclature within
the field of research is vital, otherwise resent discoveries might not be re-
membered in a few years time and will have to be made again. This may
lead to a waste of time and money.

Essentially a taxonomy summarises all the present knowledge within a
field. In [22, p. 16] a citation from The principles of classification and a
classification of mammals by George Gaylord Smith [23] with the follow-
ing wording is presented:

Taxonomy is at the same time the most elementary and the
most inclusive part of zoology, most elementary because an-
imals cannot be discussed or treated in a scientific way until
some systematization has been achieved, and most inclusive
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because taxonomy in its various guises and branches even-
tually gathers together, utilizes, summarizes, and implements
everything that is known about animals, whether morpholo-
gical, physiological, or ecological.

The citation deals solely with zoology, but the idea is perfectly applicable
to other fields as well, also computer security. There already exist fre-
quently and commonly used terms for different types of software weapons.
But they do not cover the complete field and thus do not help in structuring
the knowledge attained this far.

A good taxonomy has both an explanatory and a predictive value. In
other words, a taxonomy can be used to explain the scientific field it covers
through the categorisation of entities. By forming groups, subgroups and
so on with clear relationships in between, the field is easier to take in. The
structuring also makes it possible to see which parts of the field that would
benefit from more research. [22]

A parallel can be drawn to the exploration of a new world. To be able
to find the unexplored areas, some knowledge of the ways of transport
between the already explored parts will be of much help. Thus a structuring
of the attained knowledge will speed up the exploration of the rest of the
world.

A good and often used example of such a classification is the periodic
system of elements. Simply by looking at the position of an element in
the table, it is possible to get a feeling for the general properties of that
element. The table has also been used to predict the existence of new ele-
ments, research which in the end has resulted in a couple of Nobel Prizes.

In [24, p. 21] the following arguments for the need of a categorisation
are given:

e the formation and application of a taxonomy enforces a structured
analysis of the field,

e a taxonomy facilitates education and further research because cat-
egories play a major role in the human cognitive process,

e categories which have no members but exist by virtue of symmetries
or other patterns may point out white spots on the map of the field
and

e if problems can be grouped in categories in which the same solutions
apply, we can achieve more efficient problem solving than if every
problem must be given a unique solution.

Therefore the scientists active within a field of research would gain a lot
from spending some time and effort to develop a formally correct classi-
fication scheme of the field.
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3.1.2 Computer security

Today none of the widely used terms given to different types of software
weapons are strictly and unanimously defined. Almost every definition has
some unique twist to it.

For example such terms as trojan horse, virus, and worm all have sev-
eral different definitions for each term. Also the way the terms relate to
each other differ among the classification schemes, as shown in Section 4.
This is also described by Jakub Kaminski and Hamish O Dea in the fol-
lowing way [25]:

One of the trends we have been observing for some time
now is the blurring of divisional lines between different types
of malware. Classifying a newly discovered ‘creature’ as a
virus, a worm, a Trojan or a security exploit becomes more
difficult and anti-virus researchers spend a significant amount
of their time discussing the proper classification of new viruses
and Trojans.

Therefore some sort of common base to build a definition from is needed.
If all terms used have the same base, they are also possible to compare
and relate. By forming the base from general characteristics of software
weapons the measurability requirement is met.

There is also a need for a better formal categorisation method regard-
ing software weapons. By placing the different types of weapons in well
defined categories the complete set of software weapons is easy to take
in. Also the communication within the computer security community is
facilitated in this way.

Much of the previous research being done has been concentrated to
the three types of software weapons mentioned above. The concept of
for example a denial of service (DoS) weapon was not on the agenda
until the large attacks on eBay, Yahoo and E*trade took place. Because
these weapons represents rather new concepts, they sometimes are forgot-
ten when talking about software weapons. This is unfortunate, because in
a study done in 2001 the number of DoS attacks on different hosts on the
Internet over a three week period was estimated to be more than 12,000.
[26] A categorisation of the complete set of software weapons would con-
sequently lessen the risk of forgetting any potential threats.

The research in computer security would also benefit from having a
common database containing specimens of all known software weapons.
Both the problem with naming new software weapons and the tracing of
their relationship may be solved having access to such a database.

Another thinkable field of use is in forensics. In the same way as the po-
lice have collections of different (physical) weapons used in crimes today,
they (or any applicable party) may benefit from having a similar collection
of software weapons. Then the traces left in the log files after an attack
may be used as unique identifiers to be compared to those stored in the
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software weapon collection. If needed the weapon may even be retrieved
from the collection and used to generate traces in a controlled environment.

Today many anti-virus companies maintain their own reference data-
bases for computer viruses, but there is no publicly shared database. There-
fore the WildList Organization International has taken on the challenge of
creating such a database for computer viruses. [27]

3.1.3 FOI

Regarding the specific needs for a taxonomy at FOI, they mainly relate to
defensive actions and the protection of military computer systems. For ex-
ample there is a need for tools to help creating computer system intrusion
scenarios. [28] One part of such a tool would be some sort of rather de-
tailed descriptions of the general characteristics of different existing and
also non-existing, but probable, software weapons. These descriptions
therefore need to be both realistic regarding the weapons existing today,
as well as comprehensive enough to be usable even in the foreseeable fu-
ture.

The threats posed to the network centric warfare (NCW) concept by
different software weapons have to be met. To be able to do that the prop-
erties of different types of weapons have to be well structured and well
known to make it possible to counter them in an effective way.

The level of detail of the categorisation needs to be rather high, but yet
usable even by laymen. Therefore also the used vocabulary (for example
the names of the different classes) need to be both general and technically
strict.

There is also a need to extend the terminology further, especially in
the non-viral software weapon field. There are as many different types of
viruses defined as there are of all other software weapons together. For ex-
ample in [29] fourteen different types of viruses and ten non-viral weapons
are listed. And in [30] there are eleven non-viral software weapons given
and about as many types of viruses (depending on how they are categor-
ised). In [31] two (three including joke programs) types of non-viral soft-
ware weapons and five or ten virus types (depending on the chosen base
for the categorisation) are presented.

To facilitate the creation of the scenario tools mentioned above many
more types of software weapons are needed than what the categorisation
schemes offer today. What really is needed is the same level of detail
as offered by the scenario creation tools used for conventional warfare.
These tools sometimes contains classes of troop formations down to pla-
toon level.

In a computer system intrusion situation (not only directly involving
the military) all involved personnel need to be fully aware of what the dif-
ferent terms used really mean. Thus the terminology needs to be generally
accepted and unambiguous. To enable the definition of such generally ac-
cepted terms some common base has to be used. A natural base to build a



FOI-R-0840-SE

definition from would be the technical characteristics of the weapons rep-
resenting the different terms.

A taxonomy of software weapons will have educational purposes too,
especially when training new computer security officers. Then the usabil-
ity of the taxonomy is very important. Each category and its alternatives
need to be easy to understand and differentiate. The taxonomy then also
may function as an introduction to the different technologies used in the
software weapon world.

Because of the intended use in the development of the defence of milit-
ary computer systems, the categories have to be defined as unambiguously
as possible. They also have to be measurable in some way, to enable the
objective evaluation of the defensive capacity of different proposed com-
puter security solutions.

3.1.4 Summary of needs

The different reasons for having a taxonomy of software weapons can be
summarised in the following points:

e The nomenclature within the computer security field needs to be
defined in an objective, generally accepted, and measurable way, be-
cause today the lines between the terms are blurring. It also has to
be further extended, especially within the non-viral field.

e The use of a taxonomy makes a structured analysis and thus a more
scientific approach to the software weapon field possible. In that way
the field will be easier to take in, which would benefit the training of
new computer security personnel. Also the future research will be
helped by the predictive properties of a taxonomy.

e To be able to find better solutions to problems quicker and lessen the
risk of forgetting important types of weapons a good way of group-
ing different software weapons is needed.

e \When constructing computer system intrusion scenarios a rather de-
tailed categorisation of the different tools available, both today and
in the future, is needed.

3.2 Taxonomic theory

In this section the theory behind a taxonomy will be presented. First of all
the classical theory dating back to Aristotle (384-322 B.C.) is introduced.
Then the formal requirements of a taxon